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1
FAULT DICTIONARY BASED SCAN CHAIN
FAILURE DIAGNOSIS

CROSS REFERENCE TO RELATED
APPLICATION

This application is a divisional of U.S. patent Ser. No.
11/818,440, filed Jun. 13, 2007 (now U.S. Pat. No. 8,615,695)
which claims the benefit of U.S. Provisional Application
60/921,993 filed Apr. 4, 2007, all of which are herein incor-
porated by reference.

FIELD

The present application relates generally to testing inte-
grated circuits and in particular to testing scan chains in
integrated circuits.

BACKGROUND

Most integrated circuits include various combinations of
memory, combinational logic and sequential logic. As part of
the process of making integrated circuits, these various com-
ponents are tested to ensure that the circuits are operating as
intended before the chips are cut from a wafer and packaged
for use. As will be understood by those skilled in the art, one
way to test the combinational logic is to configure the sequen-
tial logic such that the individual sequential logic elements
(e.g., flip-flops, latches, and other such memory elements)
can be serially coupled to one another to form a number of
scan chains that provide inputs to the combinational logic.
During testing, a circuit tester loads sequences of logic values
(sometimes referred to as “test patterns”) into the scan chains
and records the behavior of the combinational logic circuits in
response to the sequences. Any discrepancies between what
was expected from the integrated circuit after being tested
with a particular test pattern and what was actually observed
are stored in a failure log. From the failure log, test engineers
attempt to diagnose the location and type of defect causing the
faulty behavior so that adjustments can be made to the manu-
facturing process or circuit design.

Because scan chains are used to detect defects in the com-
binational logic, it is desirable to confirm during testing that
the scan chains themselves are operating correctly. If there is
an error in the scan chain, it is desirably detected and cor-
rected in the manufacturing process. Embodiments of the
disclosed technology are directed to reducing the time is takes
to correctly identify faults in one or more scan chains in an
integrated circuit.

SUMMARY

Among the various exemplary techniques described herein
is a technique for detecting errors in a scan chain using a fault
dictionary. In certain embodiments, a dictionary-based fault
detection system compares fault signatures stored for a scan
cell of a scan chain with failures stored in a failure log. In one
embodiment, a fault signature specifying the failures associ-
ated with a scan cell having a predefined fault is stored dif-
ferentially in the fault dictionary. A complete fault signature
can be re-created for each scan cell and compared to the
failures in the failure log. In some embodiments, the difter-
ential fault signature is used to detect scan cell errors.

In one embodiment, a last fault of a scan chain is detected.
In another embodiment, a last fault and a first fault in a scan
chain are detected.
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Any of the disclosed methods can be implemented as com-
puter-readable media comprising computer-executable
instructions for causing a computer to perform the methods.
Any of the disclosed methods implemented in a computer
environment can also be performed by a single computer or
via a network. Further, computer-readable media storing
identities of faulty scan (or any other final or intermediate
results) produced by any of the disclosed methods are also
disclosed.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other objects, features, and advantages
of'the disclosed technology will become more apparent from
the following detailed description, which proceeds with ref-
erence to the accompanying figures wherein:

FIG. 1 illustrates a simplified integrated circuit;

FIG. 2 illustrates a pair of scan chains that provide inputs
to, and receive the outputs of, combinational logic circuits;

FIG. 3 illustrates a failure log produced by a chip tester;

FIG. 4 illustrates a fault in a scan chain;

FIG. 5 illustrates a table in a fault dictionary in accordance
with one disclosed embodiment;

FIG. 6 illustrates how a fault dictionary is used to identify
adefective scan cell in a scan chain according to one disclosed
embodiment;

FIG. 7 illustrates a technique for identifying a last fault of
two or more defective scan cells in a scan chain in accordance
with one disclosed embodiment; and

FIG. 8 illustrates a composite fault signature used to detect
a first fault in a scan chain in accordance with another dis-
closed embodiment.

FIG. 9 is a schematic block diagram of a network as may be
used to perform fault diagnosis according to any of the dis-
closed embodiments.

FIG. 10 is a schematic block diagram of a distributed
computing network as may be used to performing fault diag-
nosis according to any of the disclosed embodiments.

FIG. 11 is a flowchart illustrating how fault diagnosis can
be performed using the networks of FIG. 9 or FIG. 10.

DETAILED DESCRIPTION

Disclosed in further detail below are representative
embodiments of methods, apparatus, and systems having par-
ticular applicability to testing, diagnosing, and improving the
yield and quality of integrated circuits that should not be
construed as limiting in any way. Instead, the present disclo-
sure is directed toward all novel and non-obvious features and
aspects of the various disclosed methods, apparatus, and sys-
tems, and their equivalents, alone and in various combina-
tions and sub-combinations with one another. The disclosed
technology is not limited to any specific aspect or feature, or
combination thereof, nor do the disclosed methods, appara-
tus, and systems require that any one or more specific advan-
tages be present or problems be solved.

Moreover, any of the methods, apparatus, and systems
described herein can be used in conjunction with the manu-
facture and testing of a wide variety of integrated circuits
(e.g., application-specific integrated circuits (ASICs), pro-
grammable logic devices (PLDs) such as a field-program-
mable gate arrays (FPGAs), or systems-on-a-chip (SoCs)),
which utilize a wide variety of components (e.g., digital,
analog, or mixed-signal components).

Although the operations of some of the disclosed methods
are described in a particular, sequential order for convenient
presentation, it should be understood that this manner of
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description encompasses rearrangement, unless a particular
ordering is required by specific language set forth below. For
example, operations described sequentially can be rearranged
or performed concurrently. Moreover, for the sake of simplic-
ity, the figures herein may not show the various ways in which
the disclosed methods, apparatus, and systems can be used in
conjunction with other methods, apparatus, and systems.
Additionally, the description sometimes uses terms like
“determine” and “identify” to describe the disclosed technol-
ogy. These terms are high-level abstractions of the actual
operations that are performed. The actual operations that
correspond to these terms will vary depending on the particu-
lar implementation and are readily discernible by one of
ordinary skill in the art.

The disclosed embodiments can be implemented in a wide
variety of environments. For example, any of the disclosed
techniques can be implemented in whole or in part as software
comprising computer-executable instructions stored on one
or more computer-readable media (e.g., computer-readable
media, such as one or more CDs, volatile memory compo-
nents (such as DRAM or SRAM), or nonvolatile memory
components (such as hard drives)). Such software can com-
prise, for example, electronic design automation (EDA) soft-
ware tools (e.g., a failure diagnosis tool). The particular soft-
ware tools described should not be construed as limiting in
any way, however, as the principles disclosed herein are gen-
erally applicable to other software tools. Circuits that have
defects that are detected using the disclosed techniques can in
some circumstances be repaired and are considered to be
within the scope of this disclosure.

Such software can be executed on a single computer or on
a networked computer (e.g., via the Internet, a wide-area
network, a local-area network, a client-server network, or
other such network). For clarity, only certain selected aspects
of the software-based implementations are described. Other
details that are well known in the art are omitted. For example,
it should be understood that the disclosed technology is not
limited to any specific computer language, program, or com-
puter. For the same reason, computer hardware is not
described in further detail. Any of the disclosed methods can
alternatively be implemented (partially or completely) in
hardware (e.g., an ASIC, PLD, or SoC).

Further, data produced from any of the disclosed methods
or intermediate results from such methods can be created,
updated, and/or stored on one or more computer-readable
media (e.g., computer-readable media, such as one or more
CDs, volatile memory components (such as DRAM or
SRAM), or nonvolatile memory components (such as hard
drives)) using a variety of different data structures or formats.
For example, fault dictionaries generated according to
embodiments of the disclosed technology can be stored on
one or more computer-readable media. Such data can be
created or updated at a local computer or over a network (e.g.,
by a server computer).

Moreover, any of the disclosed methods can be used in a
computer simulation, ATPG, or other EDA environment,
wherein test patterns (including compressed test patterns) and
test responses are determined by or otherwise analyzed using
representations of circuits and/or scan chains, which are
stored on one or more computer-readable media. For presen-
tation purposes, however, the present disclosure sometimes
refers to a circuit or its circuit components by their physical
counterpart (for example, scan cells, scan chains, logic gates,
and other such terms). It should be understood, however, that
any reference in the disclosure or the claims to a physical
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component includes representations of such circuit compo-
nents as are used in simulation, ATPG, or other such EDA
environments.

FIG. 1 illustrates a typical integrated circuit (IC) chip 50
that includes sequential logic 52, combinational logic 54 and
embedded memory 56. As part of the manufacturing process,
each circuit within the IC is tested before the chip is cut from
a wafer and packaged for use. If defects are detected that
indicate one or more circuits are not operating as desired,
engineers analyze the defects to determine where the error is
occurring and try to correct it.

Briefly stated, to determine if the combinational logic (e.g.,
the AND, OR, NAND, NOR, XOR or other logic gates) in the
circuit is working properly, predetermined patterns of logic
signals (e.g., scan test patterns) are loaded into the sequential
logic circuits that feed the inputs of the combinational logic
54. The outputs of the combinational logic are collected and
compared with expected outputs. Based on the results
obtained, it is possible to identify likely places in the IC 50
where a defect has occurred.

To apply the predetermined patterns of logic signals to the
inputs of the combinational logic circuits, the sequential logic
52 includes additional circuitry that allows the sequential
logic to operate as scan chains. A scan chain includes a
number of scan cells (formed from the sequential elements)
that together operate as a shift register. The output of one scan
cellis fed into the input of another scan cell and so on to allow
a test pattern of logical 1’s and 0’s to be loaded into the scan
chain. During normal operational use of the IC, the additional
circuitry is disabled such that the scan cells function as the
normal sequential logic intended in the design. The scan cells
are generally comprised of flip flops, latches, or other circuit
elements capable of capturing and storing a logic value for
one or more clock cycles.

FIG. 2 illustrates a pair of scan chains 60 and 80 that feed
inputs to and receive outputs from combinational logic 72 and
92. Scan chain 60 includes scan cells 62-70 and scan chain 80
includes scan cells 82-90. During use, a predetermined scan
test pattern is loaded into an input, such as Scan_In_0, by
clocking the individual scan cells in the chain until each scan
cell has the correct input logic value. The scan cells in the scan
chain are then operated in their normal operational mode and
clocked to capture the output signals from the combinational
logic circuits. The scan chains are then again operated in the
scan mode and the values captured by each scan cell in a scan
chain are clocked out serially and compared with an expected
output. By comparing the logic values captured by each of the
scan cells from a known pattern of inputs that are loaded into
the sequential logic circuits, it can be determined if the com-
binational logic elements are working correctly.

FIG. 3 illustrates a chip tester 100 that applies test patterns
to the scan chains and reads the outputs of the scan chains. If
an IC chip is defective, the chip tester produces a failure log
104 that typically records the identification of the failing test
pattern, the identification of the scan chain for which an error
was detected and which scan cell in the scan chain contained
a result that was different than expected.

As will be appreciated by those skilled in the art, manufac-
turing defects can occur not only in the combinational logic
but also in the sequential logic elements that test the combi-
national logic circuits. In order to test the scan chains for
defects, a scan chain test pattern (also known as a flush pat-
tern) such as 00110011 . . . is loaded into the scan chain and
read out without operating the scan chains in the normal
operation and initiating a capture clocking cycle of the scan
cells. If the output pattern read from the scan chain does not
match the input pattern, then it can be determined that there is
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a faultinthe scan chain. The type of fault in the scan chain can
also be determined from application of the scan chain test
pattern. For example, typical faults include a stuck-at-0 fault
where a scan cell only outputs logic 0 values or a stuck-at-1
fault where a scan cell only outputs logic 1 value. Because the
scan chains are read serially, a stuck-at-0 fault anywhere in
the chain will cause the output of the scan chain to be all logic
0’s. Similarly, a stuck-at-1 fault will cause the output to be all
logic 1’s when clocking out the chain test pattern.

FIG. 4 illustrates a scan chain 110 with a defective scan cell
112 that has a stuck-at-0 fault. From the output at pin 114, it
is not possible to determine which of the scan cells in the scan
chain is defective. Other defects can also occur that can be
detected with the scan cells. For example, transition faults and
hold time faults can also be detected through application of a
chain test pattern. Transition faults generally cause logic 0 to
1 orlogic 1 to O transitions to be delayed by a cycle. Hold time
faults cause logic 0 to 1 or 1 to O transitions to be faster than
one scan shift cycle.

In general, chain test patterns are used to determine the
existence and type of a fault, but are not used to determine the
location of the one or more faulty scan cells within the faulty
scan chain. Subsequent to a faulty scan chain being identified,
scan patterns (such as those used to test the combinational
logic of an integrated circuit) can be used to identify the one
or more faulty scan cells in the scan chain. As described more
fully below, for example, failures resulting from application
of'scan patterns and a fault dictionary can be used to identify
one or more faulty scan cells in the faulty scan chain.

In a high volume manufacturing environment, fast and
accurate fault diagnosis is desirable to help a yield analysis
team quickly root out the cause of failures. With wide adop-
tion of scan-based design-for-test techniques, the detection
and proper diagnosis of scan chain failures, including the
identification of the faulty scan cells in the faulty scan chain,
has become a desirable component of the overall manufac-
turing flow and can impact yield analysis and product ramp
up. Fault diagnosis techniques can be classified into two
categories: cause-effect and effect-cause. Effect-cause diag-
nosis uses fault simulation. Given a set of tester failures,
effect-cause diagnosis first identifies a list of candidate faults
based on failures observed on a tester. Fault simulation is then
performed for the candidate faults. The simulated responses
are compared with tester failures to identify the failing loca-
tion. This approach is powerful because it can handle
advanced fault models. However, when the number of candi-
date faults is large, diagnostic fault simulation becomes atime
consuming process.

Another approach which has been used to diagnose com-
binational logic failures but has not been applied to detect
scan chain failures is called cause-effect diagnosis. Cause-
effect diagnosis is typically based on pre-calculated fault
signatures that are stored in a fault dictionary. Cause-effect
diagnosis uses matching information between tester failures
and the stored fault signatures to identify the location of
defects in an integrated circuit. Because fault signatures are
pre-calculated, there is no need for fault simulation during a
cause-effect diagnosis process, making the diagnosis process
very fast. However, the approach has not been applied to
determine scan chain failures in part because the fault dictio-
nary size can be huge for a large design, and is also compu-
tationally expensive to create and utilize. Furthermore, dic-
tionary-based diagnosis can lack the flexibility to diagnose
defects that do not behave as stuck-at faults.

One embodiment of the disclosed technology is a tech-
nique for determining which scan cell(s) is, or is most likely,
a defective scan cell in a scan chain by comparing the results
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of the failure log with a dictionary of predetermined fault
signatures. Embodiments of a fault dictionary-based diagno-
sis approach for scan chain failure diagnosis are disclosed in
further detail below. In one embodiment, small dictionaries
can be created for scan chain faults by storing differential
fault signatures. Based on the differential fault signatures
stored in the fault dictionary, the identity of a single scan cell
with a stuck-at fault or a timing fault can be quickly deter-
mined. Certain embodiments also include the ability to diag-
nose multiple stuck-at faults in a single scan chain.

FIGS. 5 and 6 illustrate one embodiment of a table or entry
in a fault dictionary used to determine faulty scan cells. The
following definitions are used herein. The “length” of a scan
chain refers to the total number of scan cells in the scan chain.
Each scan cell in a scan chain can be given an index. For
example, the scan cell connected to a scan chain output can be
numbered 0 and the cells in the scan chain can be numbered
incrementally and sequentially from the scan output to the
scan input. The scan cell with index N can be referred to as
scan cell N. The scan cells between the scan chain input and
the scan input pin of a particular scan cell are referred to
herein as the “upstream cells” of this scan cell. The scan cells
between the scan chain output and the scan output pin of a
particular scan cell are referred to as the “downstream cells”
of this scan cell.

In the embodiment shown, a fault dictionary contains a
number of tables, data structures, or data structure elements
that store the failures that will be produced for each scan
pattern assuming an error in each of the individual scan cells
in the scan chain. The failures produced as a result of a faulty
scan cell are referred to as the scan cell’s fault signature. For
example, a table 150 is defined for a scan chain “Chain_0"
that catalogs each of'the failures that will be produced if there
is an error in each of the scan cells 0-N in the chain. In the
example shown, a fault at cell_0 produces failures (a, b, c, d,
e, g) as indicated atentry 152. The failures are shown as letters
in FIG. 5 for ease of explanation. During diagnosis, each
failure entry in the table will typically be compared directly or
indirectly with the failures in the failure log. Therefore each
entry of the fault dictionary, for example failure “a”, should
include information that allows the entry to be compared with
entries in the failure log, such as by recording the test pattern
number, the scan chain in which the error is detected and
which scan cell or bit in the scan chain failure differs from an
expected result.

The entries in the table 150 are computed from a logic
evaluation of the circuitry in the integrated circuit under test.
One table for Chain_0 may be computed for stuck-at-0 faults
at each scan cell and another table of failures may be com-
puted for stuck-at-1 faults. Still other tables can be computed
for timing or other faults in the cells of the scan chain_0.
Other tables in the fault dictionary are computed for the other
scan chains assuming faults at each of their scan cells.

In practice the number of scan cells in a scan chain can vary
from ten or less to over a thousand. In addition, the number of
test patterns that are used to test the combinational logic can
be in the range from 50 to 100 or more. Therefore the size of
the dictionary required to store the fault signatures for each
scan cell in the scan chains can be considerable.

To avoid having to store the complete fault signature for
each scan cell in a scan chain, one embodiment of the dis-
closed technology stores a differential fault signature for each
scan cell. For instance, it has been observed that the fault
signatures of two adjacent scan cells in a scan chain are
usually only slightly different from each other.
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TABLE 1

Number of Different Fails of Adjacent Scan Cells

Average # of

Average # of different failures

failures for one cell of adjacent cells
Cireuit 1 16000 5.9
Cireuit 2 8600 7.6

In particular, two industrial circuits were analyzed and the
number of different failures caused by adjacent scan cell
faults were counted for 50 scan test patterns. The results are
shown in Table 1. From Table 1, one can see that for 50 scan
test patterns in this example, each scan cell fault has thou-
sands of failures in its full fault signature, while the average
number of different failures of adjacent scan cell faults is less
than 10. That is, on average, the faults of two adjacent scan
cells only create less than ten different failures for 50 test
patterns, while a majority of the failures are the same.

Thus, in one embodiment of the disclosed technology, in
order to reduce fault dictionary size, one can ignore the com-
mon failure signatures between two adjacent scan cells while
only keeping the small number of different failures in a fault
dictionary. The difference between the fault signatures of two
adjacent scan cell faults is referenced to herein as the differ-
ential signature. Therefore, for each scan chain, one embodi-
ment of the disclosed technology stores the full fault signature
for one scan cell (i.e., a base scan cell), while for all the other
scan cells, only the differential signature is stored.

In the example shown in FIG. 5, the fault signature for scan
cell_1 includes failures (c, d, f). In one embodiment, the
failures stored in the table are those that differ from the faults
of a neighboring scan cell_0. Similarly, the failures stored in
the table for scan cell_2 (i.e., (c, d)) are the differences
between scan cell_2 and the failures for the neighboring scan
cell_1. As will be appreciated, the full fault signature for any
scan cell can be recreated by starting with the base scan cell
(cell_0 in the example shown) and adding in the differences
stored in the table.

One quick way to compute the full fault signature from a
differential signature for any scan cell is to compute the logic
exclusive or (XOR) of the entries stored from a base cell and
its neighbor in a repeating fashion until the scan cell in ques-
tion is reached. For example, the full fault signature of cell_1
is (cell_1 XOR the base cell cell_0)=(a, b, e, f, g). The full
fault signature for cell_2 is (cell_2 XOR (results from cell_
1))=(a, b, c, d, e, 1, g) etc.

Because the full fault signature for any given cell may
require computing the XOR of the results stored from a base
scan cell to the scan cell in question, it may be desirable to
store the full fault signature of a base cell in the middle of the
table. For example, if there are N=1000 scan cell entries in a
table, the full fault signature may be stored for cell_500,
which will then be used as the base scan cell to speed com-
putation. However other metrics could also be employed such
as storing multiple full fault signatures throughout the table.

Once the tables in the fault dictionary have been computed
and stored, they are used to determine the most likely defec-
tive scan cell in a scan chain. Once the fault type is known, the
exact location of the failing scan cell can be identified by
matching the observed failures on a tester with the scan cell
fault signatures. For permanent stuck-at or timing faults, one
expects a complete match between tester failures and full
fault signatures of the defective scan cells. For a single fault,
the diagnosis results using approaches disclosed herein
should be the same as the results of fault simulation based
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diagnosis. In one embodiment, the complete fault signature
for each scan cell can be reconstructed and compared with the
failures observed in the failure log. As shown in FIG. 5, the
full fault signature reconstructed for scan cell cell_2 matches
the failure log 160 shown in FIG. 6 thereby indicating that
cell_2 is the faulty cell.

Given the thousands of failures in the fault signature of a
scan cell fault, it is computationally expensive to compute full
fault signatures and compare with tester failures. In order to
alleviate this issue, one embodiment of the disclosed technol-
ogy computes and stores the difference between the fault
signature of each scan cell and the base signature of the faulty
scan chain, which is referred to herein as the relative signature
to the base signature. The difference between tester failures
and the base signature of the faulty chain under diagnosis are
also computed, which may be called the relative tester failures
to the base signature. The relative signatures are then com-
pared with the relative tester failures. If a relative signature is
the same as one of the relative tester failures, the correspond-
ing full fault signature of the scan cell also matches the full
tester failure. For most scan cells, the relative signatures
contain many fewer failures than full fault signatures. This
result makes it more efficient to calculate the relative signa-
ture for each scan cell fault and compare it with the relative
tester failures.

As shown in FIG. 6, the relative signature differences
between the fault signature for each scan cell and the fault
signature of a base scan cell are computed. In the example
shown, the base scan cell is scan cell_0. In one embodiment,
the relative signature diftferences are determined by comput-
ing the exclusive-OR (XOR) of the failures. For example, the
relative difference between the base cell (cell 0) and itself is
the empty set (null). The relative signature difference
between scan cell_1 and the base scan cello is (cell_1 XOR
(null))=(c, d, f) in the example shown. The relative signature
difference between scan cell_2 and the base scan cell is
(cell_2 XOR (results from cell_1))=(f).

The relative signature differences can then be compared
with the relative tester differences between the base scan cell
and the failure log 160. In the example shown, the relative
tester differences are (failure log XOR cell_0)=(f). This
matches the relative signature difference of scan cell_2
thereby indicating that scan cell_2 is the faulty cell.

In some cases there may not be a perfect match between the
fault signature computed for each scan cell and the failure log.
In that case, the most likely faulty scan cell can be determined
by computing how many entries in the fault signature match
the entries in the failure log and how many entries do not
correspond to entries in the failure log. In this way, the scan
cell having the most number of matching entries can be con-
sidered the most likely faulty scan cell.

Using the information stored in the fault dictionary, the
identity of a faulty scan cell in a scan chain can be quickly
determined. In addition, because it is possible to store difter-
ences in fault signatures, the size of the fault dictionary can be
made smaller thereby saving memory and computer time. In
some experimental evaluations, a fault-dictionary-based
diagnosis technique in accordance with the embodiments
described exhibited performance up to 130 times faster than
state of the art fault simulation-based diagnosis techniques
while providing comparable diagnosis resolution and accu-
racy.

Embodiments as disclosed herein can identify single stuck-
at faults, timing faults and some multiple stuck-at faults.
Desirably, these embodiments can be implemented without
requiring any modification to existing scan architecture and
can be applied to general scan designs. An approach to iden-
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tifying multiple stuck-at faults in a faulty scan chain is dis-
closed below and can be used to diagnose scan chains with
multiple stuck-at faults.

If one is unable to find a scan cell whose fault signature
completely matches the tester failures, it is possible that there
is not a single permanent stuck-at or timing fault in the scan
chain. Multiple stuck-at faults or intermittent faults can then
be considered for diagnosis.

An exemplary method is described below to diagnosis
multiple stuck-at-0 faults or multiple stuck-at-1 faults in a
single scan chain. In the description below, multiple stuck-at
faults are targeted that cause the same stuck-at behavior at the
scan chain output, i.e. either they all show as stuck-at-0 faults
at the chain output or they all show as stuck-at-1 faults at the
chain output for chain test patterns. Expanding the technol-
ogy to address arbitrary stuck-at or other faults (e.g., timing
faults) in a scan chain is also possible.

During the scan load process, the last fault of a set of
multiple faults in a scan chain (the fault closest to the scan
chain input) will mask the fault effect of all the other faults in
the scan chain. By contrast, during the scan unload process,
the first fault of the set of multiple faults (the fault closest to
the scan chain output) will mask the fault effect of all the other
scan chain faults. For combinational test patterns where only
one capture cycle is applied between scan load and scan
unload, the impact of the faults that are between the first and
the last faults is masked by the first and the last faults. In order
to identify the faults between the first and the last faults,
sequential test patterns with more than one capture cycle or
scan patterns with special shift and unload procedures can be
used to observe their fault effects. The discussion below
focuses on the identification of the first and the last faults in a
scan chain.

For multiple stuck-at faults in a scan chain, one can first
identify the last fault. During the scan load process, the last
fault masks fault impact of all other scan cell faults in the
same scan chain. FIG. 7 shows an illustration of a scan chain
170 having multiple stuck-at faults. The scan chain 170 pro-
vides inputs to a combinational logic circuit 172 that in turn
provides inputs to a second scan chain 174. For purposes of
this example, it is assumed that the second scan chain 174 has
no faults. In the example shown, there are 3 stuck-at-0 (SAO)
faults in the scan chain 170 on scan cells 2, 4 and 6 respec-
tively. The last fault is at scan cell 6. During the scan load
process, the stuck-at-0 fault at scan cell 6 causes scan cells 6
through 0 to load a logic value 0. The scan cell 4 stuck-at-0
fault causes scan cells 4 through 0 to load value 0 and the
stuck-at-0 fault at scan cell 2 causes scan cells 2, 1 and 0 to
load logic value 0s. Note that the impact of the stuck-at-0 fault
at scan cell 6 masks the impact of the stuck-at-0 faults at scan
cells 4 and 2 during the scan load process. In other words, the
impact on scan load values of the last fault is the same as that
of the multiple faults. Furthermore, the failures observed on
good scan chains or primary outputs (POs) (e.g., output pins)
are only impacted by scan load values of the faulty scan chain.
Based on this analysis, one can say that failures observed on
good chains and POs caused by the last fault should be the
same as those caused by the multiple scan cell faults. These
failures can be used to identify the location of the last fault.
Because the values captured by the scan chain 170 may be
changed during the read out process by the yet unknown first
fault (cell 2 in the example shown), the captured values may
not be reliably used to compare against the failures in the
failure log. Therefore in one embodiment of the disclosed
technology only the values captured by the good scan chains
are compared with the failures stored in the failure log.
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While diagnosing the last fault, the failures stored in the
failure log are partitioned into two groups. One group con-
tains failures on the faulty scan chain and the other group
contains failures on good scan chains and POs. Similarly, the
differential fault signatures stored in a fault dictionary can be
partitioned into fault signatures with only faulty chain failures
and fault signatures with only good chain and PO failures. In
an exemplary approach to identify the last fault location, the
fault signatures for a scan cell are only compared with faults
detected on good scan chains and POs. A match between
these two sets of faults indicates a candidate scan cell of the
last fault. If multiple candidate scan cells for the last fault are
identified, then the candidate having the highest number of
matches can be selected initially as the last fault.

Once the last fault is identified, the first fault in the scan
chain can be identified. In an exemplary approach, the failures
detected on the faulty scan chain are used to identify the first
fault. Note that during the scan chain unload process, for scan
cells between the first fault location and the scan chain input,
the first fault masks the fault effects of other faults in the
faulty scan chain. For the scan cells between the first fault
location and the scan chain output, the scan chain unload
values are not impacted by any scan cell faults during the scan
unload process. Unload values of these scan cells should
reflect the scan capture values which are determined by the
scan load values. Since the last fault in a scan chain dominates
the impact to scan load values, its fault signature reflects the
captured values of the cells that are downstream of the first
fault. Stated another way, since the scan cell values down-
stream of the first fault (that is, in the scan cells toward the
scan chain output from the first fault) are not affected by the
first fault during the read out process, any errors detected must
have been a result of values loaded into the those downstream
cells during the capture cycle, which are dominated by the last
fault. Similarly any upstream cells from the first fault are
masked by the first fault. Therefore a composite fault signa-
ture can be generated for the first fault scan cell that includes
a first partial fault signature for the downstream cells taken
from the last fault cell. A second partial fault signature is
taken from the upstream scan cells of the first fault cell. Such
an approach is shown in FIG. 8.

In order to identify the first faulty cell N, one embodiment
of the disclosed technology creates a composite fault signa-
ture with two pieces of information for faulty chain failures:
(1) failures on scan cell N and its upstream scan cells and (2)
failures on the scan cells that are downstream of scan cell N.
The first piece of information or partial fault signature can be
extracted from the fault signature of the fault at scan cell N
while the second piece of information or second partial fault
signature can be extracted from the fault signature of the last
fault identified. The two pieces of information or partial fault
signatures are combined to produce the composite fault sig-
nature for the first fault. As shown in FIG. 8, a composite fault
signature 180 for a possible first faulty scan cell N is created
by taking the failures for scan cell N and its upstream cells
from the fault signature of scan cell N and adding the failures
for the downstream scan cells from the fault signature of the
last fault (i.e. cell 6 in the example shown).

In the example shown in FIG. 8, assume one desires to
know whether scan cell 2 is a candidate for the first fault.
Assume from a previous analysis that it is known that scan
cell 6 is a candidate for the last fault. The composite fault
signature 180 in this example consists of two pieces of infor-
mation: the failures on scan cells 7 through 2 and failures of
scan cells 1 and 0. For failures on scan cells 7 through 2, one
can use the differential signature for the stuck-at-0 fault at
scan cell 2. For failures on scan cells 1 and 0, the differential
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signature for the failures on scan cells 1 and 0 are obtained
from the stuck-at-0 fault at scan cell 6. If the composite fault
signature 180 matches faulty chain failures observed on sili-
con, scan cell 2 is a candidate of the first fault. In the case
where there are multiple candidates for the last fault, one can,
for example, use the candidate cell with the lowest index
during the first fault identification process. This approach
helps to avoid an excessive searching effort while still achiev-
ing good diagnosis accuracy.

Given a candidate for the last fault, one can search for a
scan cell N such that the composite signature from the last
fault and the fault at scan cell N matches faulty chain failures
observed on a tester. Note that the above analysis works for
combinational test patterns and sequential test patterns where
the faulty scan cells do not impact the capture values of
fault-free scan cells in the faulty scan chain.

In cases where the above approach fails to identify a single
scan cell fault signature or a composite signature that exactly
matches tester failures, one can assume that there is an inter-
mittent fault in the scan chain. For intermittent fault diagno-
sis, one can use known matching and scoring techniques (e.g.,
such as disclosed in R. Guo et al., “A Technique for Fault
Diagnosis of Defects in Scan Chains,” ITC, 2001, pp. 266-
277). In certain embodiments, for example, scan cells in a
faulty chain can be ranked based on matching scores between
the fault signatures and tester failures.

Experiments were performed on several industrial circuits
to evaluate the effectiveness of the methods disclosed herein.
Design features of each circuit are given in Table 2. For each
circuit, the differential signatures of all scan cell faults for 50
scan test patterns were pre-calculated and stored in fault
dictionaries in accordance with the above description.
Depending on the design sizes and the scan chain lengths,
CPU times to create fault dictionaries can be quite different.
For the three circuits used in these experiments, the CPU
times to create fault dictionaries for all the stuck-at and timing
faults took from several hours to several days.

Once the fault dictionaries were created, the first experi-
ment involved an evaluation of the size of the fault dictionary
and its impact on diagnosis memory usage. Table 3 shows the
number of failures for full fault signatures and the number of
differential failures in fault dictionaries. The reduction ratio
between these two numbers is also shown. For all the three
circuits, comparing the storage of differential failures with
full fault signatures, the approach disclosed herein reduced
the number of failures to be stored in the fault dictionaries by
535,300 and 2408 times respectively. It is interesting to point
out that the reduction ratios are roughly proportional to the
scan chain lengths of the circuits. Table 4 shows the impact of
fault dictionaries on memory usage of the diagnosis tool.
From Table 4, one can see that with fault dictionaries, the
added memory overhead varies from 2.8 MB to 60 MB (or
from 1.8% to 13.3%).

TABLE 2
Designs Used in the Experiment:
Circuit #Gate #Chain #ChainLength
A 70K 8 725
B 701K 27 430
C 506K 16 2570
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TABLE 3

Comparing Fault Dictionary and Full Signatures

#Failures for #Failures in Reduction
Full Signatures Fault Dictionaries Ratio
A 528M 0.98M 535
B 522M 1.74M 300
C 16.2G 16.78M 2408
TABLE 4
Diagnosis Tool Memory Usage
Without fault With fault Memory Overhead
Circuit dictionary dictionary Overhead Percentage
A 102.3 MB 105.1 MB 2.8 MB 2.7%
B 550.3 MB 560.3 MB 10.0 MB 1.8%
C 451.1 MB 511.3MB 60.2 MB 13.3%

The next experiment was performed to evaluate the effec-
tiveness of an exemplary diagnosis flow. Single fault diagno-
sis and multiple fault diagnosis were performed separately.
For each category, 100 faults (or fault pairs for multiple fault
diagnosis) were randomly injected for each circuit. Fault
simulation was performed to create simulation mismatches
between expected responses and fault simulation responses.
The simulation mismatches were used as tester failures in this
experiment. The results of this diagnosis were compared with
several previously published diagnosis techniques, specifi-
cally those described in R. Guo, S. Venkataraman, “A Tech-
nique For Fault Diagnosis of Defects in Scan Chains”, ITC,
2001, pp. 268-277;Y. Huang, W.-T. Cheng, S. M. Reddy, C.-J.
Hsieh, Y-T. Hung, “Statistical Diagnosis for Intermittent Scan
Chain Hold-Time Fault”, ITC, 2003, pp. 319-328;Y. Kao, W.
Chuang and J. Li, “Jump Simulation: A Technique for Fast
and Precise Scan Chain Fault Diagnosis”, ITC 2006, paper
no. 22.1. Inthis experiment, if a diagnosis result contained the
target scan cell and if it had less than five scan cells as
candidates, it was considered a good diagnosis which can
provide useful information for physical failure analysis. The
diagnosis results are shown in Table 5. From this table, it can
be observed that fault simulation based diagnosis (R. Guo, S.
Venkataraman, “A Technique For Fault Diagnosis of Defects
in Scan Chains”, ITC, 2001, pp. 268-277; Y Huang, W-T.
Cheng, S. M. Reddy, C.-J. Hsieh, Y-T. Hung, “Statistical
Diagnosis for Intermittent Scan Chain Hold-Time Fault”,
ITC, 2003, pp. 319-328) (under columns “Sim”) and the
exemplary dictionary based fault diagnosis technology dis-
closed herein (under columns “Dic”) achieved the same diag-
nosis results for all single fault diagnosis cases. This is
reflected in the percentage of good diagnosis in the second
and third columns in Table 5. The last three columns show the
CPU times used by fault simulation based diagnosis (R. Guo,
S. Venkataraman, “A Technique For Fault Diagnosis of
Defects in Scan Chains”, ITC, 2001, pp. 268-277; Y. Huang,
W.-T. Cheng, S. M. Reddy, C.-J. Hsieh, Y.-T. Hung, “Statis-
tical Diagnosis for Intermittent Scan Chain Hold-Time
Fault”, ITC, 2003, pp. 319-328), the exemplary fault dictio-
nary based diagnosis technology disclosed herein, and their
ratios. It can be seen that fault dictionary based diagnosis can
take much less CPU time than fault simulation based diagno-
sis. For example, for circuit C, it took fault simulation based
diagnosis more than 4 hours to diagnose 100 test cases, while
it took only 4 minutes for fault dictionary based diagnosis.
The average speedup of the new technology in comparison to
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fault simulation based techniques varied from 8 to 97 for the
three circuits. Note that the fault simulation based diagnosis
used in this experiment used similar speedup techniques as
presented in Y. Kao, W Chuang and J. Li, “Jump Simulation:
A Technique for Fast and Precise Scan Chain Fault Diagno- 3
sis”, ITC 2006, paper no. 22.1. The speedup for circuit A is

believed to be small due to the fact that A is a small circuit and

non-simulation activities (e.g. reading tester failures, loading

fault dictionaries) took a larger portion of total diagnosis run 0
time.

TABLE §

Diagnosis Results for Single Faults (100 cases) (Sim: Fault

simulation based diagnosis; Dic: Dictionary based diagnosis) 15

% Good Diag Total CPU Time (seconds)

Circuit Sim. Dic. Sim. Dic. Ratio

A 80% 80% 250 31 8 20
B 52% 52% 3556 36 97

C 52% 52% 15138 246 57

In Table 6, one can compare fault dictionary based diag-
nosis and fault simulation based diagnosis for multiple stuck-
at fault diagnosis. The percentage of good diagnosis is calcu-
lated based on good diagnosis of the first fault and the last
fault, with each fault being given 50% credit for a test case.
From Table 6, it can be observed that fault dictionary based
diagnosis technology disclosed herein achieved similar or a
little better diagnosis results (for Circuit B) than fault simu-
lation based diagnosis (R. Guo, S. Venkataraman, “A Tech-
nique For Fault Diagnosis of Defects in Scan Chains”, ITC,
2001, pp. 268-277;Y. Huang, W.-T. Cheng, S. M. Reddy, C.-J.
Hsieh, Y.-T. Hung, “Statistical Diagnosis for Intermittent
Scan Chain Hold-Time Fault”, ITC, 2003, pp. 319-328; Y.
Kao, W. Chuang and J. Li, “Jump Simulation: A Technique
for Fast and Precise Scan Chain Fault Diagnosis”, ITC 2006,
paper no. 22.1), but the CPU times used by the new fault
dictionary based diagnosis technology are much shorter. For
example, for circuit B, it took fault simulation based diagno-
sis 1.8 hours to diagnosis 100 test cases, while it took less than
one minute for fault dictionary based diagnosis. The average
speed-up achieved by the new technology over fault simula-
tion based diagnosis varied from 14 to 130. Note that the
percentage of good diagnosis cases in this example using the
new technology is lower than the case of single fault diagno-
sis. One reason may be due to the nature of the complicated
behavior of multiple faults. In experiments, multiple stuck-at
faults have been observed to behave like single stuck-at fault
while this single fault candidate doesn’t match any injected
faults.
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55
Diagnosis Results for Multiple Stuck-At Faults (Sim: Fault simulation

based diagnosis; Dic: Dictionary based diagnosis)

% Good Diagnosis Total CPU Time (seconds)

Circuit Sim. Dic. Sim. Dic. Ratio 0
A 35% 35% 1008 68 14
B 34% 41% 6565 50 130
C 25% 24% 11909 546 22

As will be appreciated from the above description, exem-
plary embodiments of dictionary-based fault diagnosis
approaches for scan chain failure diagnosis are disclosed

65
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herein. For example, differential signatures can be stored in
fault dictionaries to minimize the redundancy of fault signa-
tures of adjacent scan cell faults. Based on the differential
signatures stored in a fault dictionary, exemplary diagnosis
approaches can be used to diagnose faults, such as single
stuck-at faults, timing faults and some multiple stuck-at faults
in a single scan chain. Experimental results on industrial
designs show that, in comparison to some fault simulation
based diagnosis techniques, the new diagnosis approaches
significantly improve the diagnosis speed while still achiev-
ing desirable diagnostic resolution and accuracy. The fault
dictionary described above may be used with either com-
pressed or non-compressed scan test patterns. Compressed
patterns allow fewer tests to be performed to detect manufac-
turing defects in the combinational logic of a circuit under
test. One description of compressed patterns can be found in
Janusz et al. “Embedded Deterministic Test for Low Cost
Manufacturing Test”, ITC Test Conference, pages 301-310,
D-7803-7542-4/02 1EEE 2002, and Yu Huang et al., “Com-
pressed Pattern Diagnosis For Scan Chain Failures,” Interna-
tional Test Conference, Paper 30.3, 2005 IEEE, which are
herein incorporated by reference

Any of the aspects of the technology described above may
be performed using a distributed computer network. FIG. 9
shows one suitable exemplary network. A server computer
900 can have an associated storage device 902 (internal or
external to the server computer). For example, the server
computer 900 can be configured to perform fault diagnosis
using any of the disclosed methods (for example, as part of an
EDA software tool, such as a fault diagnosis or ATPG tool).
The server computer 900 can be coupled to a network, shown
generally at 904, which can comprise, for example, a wide-
area network, a local-area network, a client-server network,
the Internet, or other suitable network. One or more client
computers, such as those shown at 906, 908, may be coupled
to the network 904 using a network protocol. The work may
also be performed on a single, dedicated workstation, which
has its own memory and one or more CPUs.

FIG. 10 shows another exemplary network. One or more
computers 1002 communicate via a network 1204 and form a
computing environment 1000 (for example, a distributed
computing environment). Each of the computers 1002 in the
computing environment 1000 can be used to perform at least
a portion of the test pattern generation process. The network
1004 in the illustrated embodiment is also coupled to one or
more client computers 1008.

FIG. 11 shows one exemplary manner in which the net-
works of FIGS. 9 and 10 can operate to diagnose one or more
faults in an electronic circuit. In particular, FIG. 11 shows that
one or more entries of a failure log can be analyzed using a
remote server computer (such as the server computer 900
shown in FIG. 9) or aremote computing environment (such as
the computing environment 1000 shown in FIG. 10) in order
to diagnosis and identify failing scan cells according to any
embodiment of the disclosed technology. At 1102, for
example, the client computer sends one or more entries of the
failure log (or the failure log itself) to the remote server or
computing environment. At 1104, the failure log information
is received and loaded by the remote server or by respective
components of the remote computing environment. At 1106,
fault diagnosis is performed to identify and store one or more
faulty scan cells according to any of the disclosed embodi-
ments. At 1108, the remote server or computing environment
sends the identified scan cells to the client computer, which
receives the data at 1110.

It should be apparent to those skilled in the art that the
example shown in FIG. 11 is not the only way to diagnose
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scan chain faults using embodiments of the disclosed tech-
nology with multiple computers. For instance, the failure log
information may be stored on a computer-readable medium
that is not on a network and that is sent separately to the server
or computing environment (for example, a CD-ROM, DVD,
or portable hard drive). Or, the server computer or remote
computing environment may perform only a portion of the
fault diagnosis procedure. The computing environments of
FIGS. 9 and 10 can similarly be used to generate fault dictio-
naries according to any of the disclosed embodiments.

In view of the many possible embodiments to which the
principles of the disclosed invention may be applied, it should
be recognized that the illustrated embodiments are only pre-
ferred examples of the invention and should not be taken as
limiting the scope of the invention. Rather, the scope of the
invention is defined by the following claims. We therefore
claim as our invention all that comes within the scope of the
following claims and equivalents thereof.

We claim:

1. A method of generating a fault dictionary to determine
faulty scan cells in a scan chain, comprising:

by a computer:

receiving a description of an integrated circuit that
includes combinational and sequential logic that can
be tested by applying test patterns to the sequential
logic and reading scan chain outputs;

for one or more scan cells in scan chains, determining
respective lists of failures that will be observed at the
scan chain outputs when each of the one or more scan
cells has a defined fault; and

storing a fault dictionary representative of the respective
lists of failures for each of the one or more scan cells.

2. The method of claim 1, further comprising:

determining a difference between failures for a first scan

cell in a scan chain versus failures for a second scan cell
in the scan chain; and

storing the difference in failures as a fault signature for the

first scan cell in the fault dictionary.

3. The method of claim 2, wherein the first scan cell and the
second scan cell are adjacent to one another in a respective
scan chain.

4. The method of claim 1, further comprising storing a
complete list of failures as a fault signature for at least one
scan cell in a respective scan chain in the fault dictionary.

5. The method of claim 1, wherein the storing a fault
dictionary representative of the respective lists of failures for
each of the one or more scan cells comprises:

storing a complete fault signature for a first scan cell; and

storing an incomplete differential fault signature for a sec-

ond scan cell from which a complete fault signature for
the second scan cell can be recreated.

6. The method of claim 1, wherein the storing a fault
dictionary representative of the respective lists of failures for
each of the one or more scan cells comprises:

determining a differential fault signature from which a

complete fault signature can be determined with refer-
ence to a base fault signature; and

storing the differential fault signature.

7. One or more non-transitory computer-readable media
storing a sequence of instructions that are executable by a
computer to perform a method, the method comprising:

receiving a description of an integrated circuit that includes

combinational and sequential logic that can be tested by
applying test patterns to the sequential logic and reading
scan chain outputs;

for one or more scan cells in scan chains, determining

respective lists of failures that will be observed at the
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scan chain outputs when each of the one or more scan
cells has a defined fault; and

generating a fault dictionary representative of the respec-

tive lists of failures for each of the one or more scan cells.

8. The one or more non-transitory computer-readable
media of claim 7, wherein the method further comprises:

determining a difference between failures for a first scan

cell in a scan chain versus failures for a second scan cell
in the scan chain; and

storing the difference in failures as a fault signature for the

first scan cell in the fault dictionary.

9. The one or more non-transitory computer-readable
media of claim 8, wherein the first scan cell and the second
scan cell are adjacent to one another in a respective scan
chain.

10. The one or more non-transitory computer-readable
media of claim 7, wherein the method further comprises
storing a complete list of failures as a fault signature for at
least one scan cell in a respective scan chain in the fault
dictionary.

11. The one or more non-transitory computer-readable
media of claim 7, wherein the generating a fault dictionary
representative of the respective lists of failures for each of'the
one or more scan cells comprises:

generating a complete fault signature for a first scan cell;

and

generating an incomplete differential fault signature for a

second scan cell from which a complete fault signature
for the second scan cell can be recreated.

12. The one or more non-transitory computer-readable
media of claim 7, wherein the generating a fault dictionary
representative of the respective lists of failures for each of'the
one or more scan cells comprises generating a differential
fault signature from which a complete fault signature can be
determined with reference to a base fault signature.

13. A system, comprising:

a processor; and

a memory storing instructions which when executed by the

processor cause the processor perform a method, the

method comprising:

receiving a description of an integrated circuit that
includes combinational and sequential logic that can
be tested by applying test patterns to the sequential
logic and reading scan chain outputs;

for one or more scan cells in scan chains, determining
respective lists of failures that will be observed at the
scan chain outputs when each of the one or more scan
cells has a defined fault; and

storing a fault dictionary representative of the respective
lists of failures for each of the one or more scan cells.

14. The system of claim 13, wherein the method further
comprises:

determining a difference between failures for a first scan

cell in a scan chain versus the failures for a second scan
cell in the scan chain; and

storing the difference in failures as a fault signature for the

first scan cell in the fault dictionary.

15. The system of claim 14, wherein the first scan cell and
the second scan cell are adjacent to one another in a respective
scan chain.

16. The system of claim 13, wherein the method further
comprises storing a complete list of failures as a fault signa-
ture for at least one scan cell in a respective scan chain in the
fault dictionary.
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17. The system of claim 13, wherein the storing a fault
dictionary representative of the respective lists of failures for
each of the one or more scan cells comprises:

storing a complete fault signature for a first scan cell; and

storing an incomplete differential fault signature for a sec-

ond scan cell from which a complete fault signature for
the second scan cell can be recreated.

18. The system of claim 13, wherein the storing a fault
dictionary representative of the respective lists of failures for
each of the one or more scan cells comprises:

determining a differential fault signature from which a

complete fault signature can be determined with refer-
ence to a base fault signature; and

storing the differential fault signature.
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